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Abstract 
We discuss problems of data security for multimedia documents. While many techniques have been 
developed for text data, the more interesting aspects of multimedia, namely still images and video, 
require very different approaches because the data files are severa! orders of magnitude larger and it is 
consequently very wasteful of computing resources if one must decrypt the entire file in order to use it. 

Computer-based multimedia systems allow the integration of various types of information in a computer. In addition 
to traditional textual and numeric data, other types of information including graphics (bit-mapped or vector-based), 
pixel maps, audio- and video clips can be handled in such a multimedia system in digital form. Successful 
applications include real-time conferencing, group working, multimedia electronic mail, computer-aided distance 
learning, and interactive video [WILL9l]. This paper focuses on security concems.in multimedia, especially 
authentication, a relatively neglected aspect of multimedia. 

Multimedia data can be subverted in severa! ways. Of interest for us is the fact that transmitted data can be easily 
copied, distorted, or subverted in other ways by an intruder. For exarnple, a picture sent via satellite it is accessible 
to anyone who has a TV set and an appropriate antenna [KWYU89] and can be intercepted and subverted during its 
transmission. 

We will address only authentication and verification of multimedia information. While authentication of text is well 
known, that of image and video information has been ignored in current research area even though image and video 
are most important in multimedia information. We outline authentication schemes for all three. Sound is not 
explicitly covered here, but the schemes for still image authentication can be directly applied. 

Attacks on the security of a system are best characterized by viewing the function of the system as providing 
information. There is a flow of information from a source, such as a file or a region .of main memory, to a 
destination, such as another file ora user. This normal flow is depicted in Figure la. The other parts of the figure 
show four general categories of attack [BHAS93]: 
• Interruption: An asset of the system is destroyed or becomes unavailable or unusable. Examples are destruction of 

hardware, cutting communication lines, or disabling the file management system. 
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Figure l. Security Threats 
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• Jnterception: An unauthorized party gains access toan asset The nnauthorized party could be a person, a program, 
ora computer. This is an attack on confidentiality. Examples are wiretapping to capture data in a network and 
illicit copying of files. 

• Modification: An unauthorized party tarnpers with an asset A message or sorne portion of lhe message is altered, 
delayed or recorded, to produce an unaulhorized effect This is an attack on integrity. Examples are changing 
values in a data file, replacing an image wilh a fake one in multimedia fx.le, altering a program so that it performs 
differently, ami modifying the content of messages being transmitted in a network. 

• Fabrication: An nnauthorized party inserts complete counterfeit objecta into the system. This is an attack on 
authenticity. Examples are inserting spurious messages in a network or adding records toa file. 

We list the major security issues. 
Confuientialitv: The protection of transmitted data from passive attacks. 
Aut!umtication:The assurance that a communication is authentic. 
lntegrit;¿: The assurance lhat the information was not modified. 
Nonrepudiation: Nonrepudiation prevents either sender or receiver from denying a sent message. Thus, !he 
receiver of a message can prove lhat it was in fact sent by t.he alleged sender. 

In t.his paper, we outline methods of how to detect a modification, distortion, or subversion of a multimedia 
document at the receiver's end. To this end, we present algorithms for generating an authentication code and 
authentication protocols for text, still image, and video so that the receiver can do the verification and aulhentication 
of the received data. 

We fust give an overview of approaches to text aulhentication; lhen authentication algorithms for still image and 
video are presented. We distinguish !he following attacks [SHAF94]: 

l. Disclosure ofmessages. 
2. Traffic analysis: 
3. Masquerade: Insertion of messages into lhe network frorn a fraudulent source. 
4. Coruent modificalion: 
5. Sequence modification: Any modification in the sequencing ofmessages. 
6. Timing modification: Delay or replay of messages. 
7. Repudiation: 

Measures against the frrst two attacks are in the realm of message confidentislity. Measures against attacks 3 through 
6 are general! y message aulhentication. Mechanisms against attack 7 come under lhe heading of digital signatures. 
Generally, a digital signature technique will also counter sorne or alllhe attacks 3 through 6. 

Authentication Fa.mctions for Text 
Any message authentication mechanism can be viewed as having fundamentally two levels. At !he lower level, we 
ha ve sorne sort of function lhat produces an aulhenticator: a value to be used to authenticate a message. This lower­
level function is then used as primitive in a higher-level authentication protocol enabling a receiver to verify a 
message's authenticity. 

We outline functíons that can be used to produce an aulhenticator for text message. These functions may be grouped 
into two classes, as follows: 

• Message encryption: The ciphertext of the entire message serves as its aulhenticator. 
• Generationfunction of authentication code: A public function of the message with a secret key, ora secret 
function that produces a fued-length value lhat serves as lhe authenticator. · 

Message encryption by itself can provide a measure of authentication. The analysis differs for conventional and 
public-key encryption schemes. 

Conventional Encryption 
Conventional encryption method, also called symmetric encryption, is t.he use of the sarne (or similar) keys for 
encryption and for decryption: knowing one of the keys enables us to determine the other with little effort. Both 
keys must be kept secret in conventional encryption. Many conventional encryption melhods are available, and one 
of !.he best-known is lhe Data Encryption Standard (DES) proposed by the National Bureau of Standards [LEI82]. 

Consider the straightforward use of conventional encryption (Fig. 2a). A rnessage transmitted from source A to 
destination B is encrypted using a secret key K shared only by senderA and recipient B. If no olher party knows K, 
confidentiality is provided: no other party can recover the plaintext of the message. B is assured lhat the rnessage 
was generated by A since A is the only other party lhat possesses K and lhus the only other party with the 
information necessary to construct ciphertext that can be decrypted with K. Also, if M is recovered, B knows that 
no. bit of M has been altered, because an opponent that does not know K would not know how to alter bits in a 
ciphenext to produce desired changes in the plaintext. -- Simple public-key encryption (Fig. 2b) provides 
confidentiality but no authentication. The other schemes in Figure 2 outline lhe corresponding variations. 
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(d) Public-key encryption: confidentiality, authentication, and signature 
Figure 2. Basic Uses of Message Encryption 
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So, conventional encryption provides authentication as well as confidentiality. However, consider exactly what is 
happening at B. Given a decryption function D anda secret key K, the destination will accept any input X and 
produce the output Y= D(K, X). If X is the ciphertext of a legítirnate rnessage M produced by the corresponding 
encryptíon function, then Y is sorne plaintext rnessage M. Otherwise, Y will be a rneaningless sequence of bits. 
There rnust be sorne autornated rneans of deterrnining at B whether Y is legitimare plaintext and therefore rnust ha ve 
come frorn A. The irnplícations of this are profound for authentication. Suppose the rnessage M can be any arbitrary 
bit pattern. In that case, there is no way for the receiver to determine automatically whether an incorning rnessage 
is the ciphertext of a legitirnate rnessage or not. In general, we require that only a srnall subset of all bit patterns is a 
legitirnate plaintext. For example, if only one in 1Q6 bit pattem is legitimare, the probability that any randomly 
eh osen bit pattern, treated as ciphertext, will produce a legitirnate plaintext message is lQ-6. For a text file, this is 
obviously true, because text is inherently redundant. Thus, an automatic too! (based on the probabilities of n-grams 
in a specific ianguage) can be developed to check automatically, i. e., without human intervention, whether the 
decrypted rnessage is "meaningful". For more details, we refer to [CHEN95]. 

Message Authentication Code 
An altemative authentication technique uses a secret key to generate a small fixed-size block of data, known as 
message authentication code (MAC) that is appended to the message. It assumes that two communicating parties, 
say A and B, share a common secret key K. When A has a message to send to B, it calculates the MAC as a 
function of the message and the key: C(k, M). The message plus MACare transmitted to the intended recipient. The 
recipient perforrns thc samc calculation on the received message, using the same secret key, to genera te a new MAC. 
The received MACis compared to the calculated authentication code (Figure 3a). If wc assume that only the receiver 
and the sender know the identity of the secret key, and if the received authentication code matches the calculated 
authentication code, then: 
l. The receiver is assured that the message has not been altered. If an attacker alters the message but does not alter 

the MAC, the receiver's calculation of the MAC will differ from the received MAC. Because the attacker is 
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assumed not to know lhe secret key, lhe attacker cannot alter the MAC to correspond to lhe alterations in lhe 
message. 

2. The receiver is assumed that the message is from the alleged sender. Beca use no one el se knows the secret key, 
no one else could prepare a message wifu a proper MAC. 

3. If the message includes a sequence number (as used with X.25, HDLC, TCP, and the ISO transport protocol), 
the receiver is assured of the proper sequence, because an attacker cannot successfully alter fue sequence number. 

A MAC generation function is similar to encryption. One difference is that the algorithm need not be reversible, as it 
must be for decryption. It tums out that because of mathematical properties of the authentication function, it is less 
vulnerable to being broken fuan is encryption [DA VI89]. 

This process provides authentication but not confidentiality, because the message is transmitted in the clear. 
Confidentiality can be provided by perforrning message encryption either after (Figure 3b) or before (Figure 3c) the 
MAC generation algorithm. In bofu cases, two separate keys are needed, each of which is shared by the sender and 
the receiver. Typically, itis preferable to tie the authentication directly to the plaintext (Figure 3b). 

/ 
C(K, M) 

E[K2, MIIC(Kl, M)] 

<!-- Destination --$> 

Figure 3. Basic Uses of Message Authentication Function 

[DA VI89] suggests three situations in which a message authentication code may be used: 

(a) 

(b) 

(C) 

l. The sarne message is broadcast to a nurnber of destinations, with only one destination responsible for monitoring 
authenticity. Thus, fue message must be broadcast in plaintext wifu an associated MAC. 

2. One party has a heavy work load and cannot afford fue time to decrypt al! incorning messages. 
3. Authentication of a computer prograrn in plaintext is attractive. 
Three other rationales may be added, as follows: 
4. Messages need not be kept secret, but fuey must be aut)lenticated. E. g., the Simple Network Management 

Protocol Version 2 (SNMPv2) separates the functions of confidentiality and authentication. 
5. Separation of authentication and confidentiality functions affords architectural flexibility. One may want to 

perforrn aufuentication at the application leve! but provide confidentiality ata lower leve!, e. g., transport !ayer. 
6. One may wish to extend the protection beyond the time of reception and yet allow processing of message 

contents. Wifu message encryption, protection is lost when the message is decrypted, so the message is protected 
against fraudulent modifications only in transit but not within the target system. 

Requirements for Message Authentication Codes 
A message aufuentication code (MAC) is generated by a function C of the forrn MAC = C(K, M) where M is a 
variable-length message, K is a secret key shared only by sender and receiver, and C(K, M) is the fixed-lengfu 
authenticator. The MACis appended to fue message at the source ata time when the message is assumed or known 
to be correct The receiver aufuenticates that message by recomputing fue l\fJAC. 
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'Nhen an. entire message is encrypted for corrfidentiality, using either symmetric or asyrnmetric encryption, the 
security of the scheme generally depends on the bit length of the key. Barring sorne weakness in the algorithm, the 
opponent must resort to a brute-force attack using all possible keys. On average, such an. attack will require 2k-l 
attempts for a k-bit key. Thus, for a cipher-only attack, the opponent, given ciphertext e, would perform Pi= D(K.;, 
e) for al! possible key values Ki until a Pi was produced that matched the form of acceptable plaintext 

In u\e case of a authentication code, the considerations are different. The MAe function is many-to-one. The domain 
of ¡he function consists of messages of sorne arbitrary length, whereas the ran.ge consists of all possible JviAes an.d 
all possible keys. If an. n-bit MAe is used, then there are 2n possible MAes, whereas there are N possible messages 
wíth :N>> 2n. Furthermore, with a k-hit key, there are 2k possible keys. Using brute-force methods, how would an. 
opponent attemp~ to discover a key? If corrfidentiality is not employed, the opponent has access to plaintext 
messages an.d therr assoc1~ted MAes. Suppose k > n, i. e., the key size is greater than. the JYIAe size. Then, given a 
krJov;m Ml an.d MAer, w1th MI= e(K1, MAel), the cryptanalyst can. perform Mi= e(Ki, MAeJ) for all possible 
key values Ki. At least one key is guaran.teed to produce a match of Mi= ML A number of keys will produce the 
correct MAe an.d the opponent has no way of knowing which is the correct key! On average a total of 2 k 12n = zk-n 
keys wíll produce a match. Thus the opponent must iterate the attack. On average, a round will be needed if k= a '' 
n. For example, if an. 80-bit key is used an.d the MAC is 32 bits, the first round will produce about 248 possible 
keys, !.he second will narrow the possible keys to about 2'6 possibilities, an.d the third should produce only a single 
key, which must be the one used by the sender. Thus, a brute-force attempt to discover the authentication key is no 
less effort, and may be more effort, than that required to discover a decryption key of the same length. 

Olher attacks that do not require the discovery of the key are possible. In assessing the security of a cryptographic 
~.1A_e function, we must consider what attacks may be mounted against it. Assume that an opponent knows the 
!VIJI.e function e but not K; then the MAe function should ha ve the following properties: 
1. If an opponent observes M and C(K, M), it should be computationally infeasible for the opponent to construct a 

message M' such that C(K, M') = C(K, M). 
2. e(K, M) should be uniformly distributed in the sense that for ran.domly chosen messages, M and M', the 

probability that C(K, M)= C(K, M') is 2-n, where n is the number of bits in the MAC. 
3.-Let M' be equal to sorne known transformation on M. That is, M'= f(M). For example, f may in vol ve inverting 

one or more specific bits. In that case, Pr [C(K, M)= C(K, M')] = 2-n. 

A number of data aulhentication algorithms have been proposed. One of the most widely used cryptograplúc MAes 
is based on the DES. This algorithm is both a FIPS publication (FIPS PUB 113) an.d an. ANSI standard (X9.17) 
and appears to meet the requirements specified earlier [SHAF94]. 

A MAC Based on a Hash Function 
A hash value is generated by a function H of the form 

h =H(M) 
where Mis a variable-length message, an.d H(M) is the fixed-length hash value. All hash functions operate using the 
following general principies: the input (message, file, etc.) is viewed as sequence of n-bit blocks an.d is processed 
one block ata time to produce an. n-bit hash function. The hash value is appended to the message at the source ata 
time when the message is assumed to be correct. The receiver authenticates that message by recomputing the hash 
value. Because the hash function itself is not considered to be secret, sorne mean.s is required to protect the hash 
value (see Figure 4). 

The purpose of a hash function is to produce a "fingerprint" of a file, message, or other block of data. For message 
authentication, a hash function H must have the following properties (see [NEeH92]): 

l. H can. be applied to a block of data of any size. 
2. H produces a fixed-length output. 
3. H(x) is easy to compute for an.y given x, making both hardware and software irnplementations practical. 
4. For any given code m, it is computationally infeasible to find x such that H(x) =m. 
5. For any given block x, it is computationally irrfeasible to fmd y ,t. x wilh H(y) = H(x). 
ó. It is computationally infeasible to fmd an.y pair (x,y) such that H(x) = H(y). 

A hash function that satisfies the frrst five properties in the preceding list is refereed to as weak hash function. If the 
sixth property is also satisfied, then it is refereed to as a strong hash functioh. V arious hash functions for data 
authentication purpose ha ve been proposed. For example, a hash function based on using a cipher block chaining 
lechnique was described in [RABI78]. An algorithm called Snefru was developed by Ralph Merkle for providing 
good security and ease of implementation on 32-bit processors [MERK90]. However, man.y algorithms still ha ve 
weaknesses. Much research [JASP95] is being done in this area. 
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Figure 4. Basic Uses of Hash F11mctions 

Authentication Functions of Image and Video 
Usual! y, image and video files are much larger !han text file, so it is impractical to encrypt !he entire in1age and video 
only for au!hentication purpose since it would require !he sender and !he receiver to encrypt and decrypt !he message 
every time a image or a video message is transmitted. 

Random Generation 
Still Image AuthenticaHon 

The basic idea of random generation is to choose pixels at random o ver the whole still image file. The goal is to 
identify any subversion wi!h a probability approaching l. We will treat subversions as errors. Thus, a subversion 
happens when an intruder changes a part (or parts) of a picture such as replacing a head. A subversion usually 
changes a piece of pixels, but errors could happen in a piece or !he errors distribute randomly over !he whole image. 
We assume !hat the error distribution is even (wüfonn) on !he whole image. We define the error rateras the average 
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error per pixel; r = number of errors in the image divided by its total number of pixels. An image is subverted if at 
least one error is found by checking the witness file. The probability of subversion detection follows the Poisson 
distribution [JAN088]: 

P( . ' T) (A.T)X e-A. T 
x, "'· x/ 

where T is event internal (numbe{ of pixels of the witness flle), A is the arrival rate on average (error rate), x is the 

number of events (number of errors), and P(x; A,T) is the probability that x errors are detected. Then, by Poisson's 
theorem: 

Pr (A subversion is detected) = Pr (At least one error isfound) = P(:Ul; A.,T) = 1- P(O; A.,T) = 1- e-XI' (1) 

Suppose a subversion changed 500 pixels in a 640*480=307 ,200 pixels image. Then 1..=5001640*480=0.0016 . 
• If thewitness file (MAC) is reduced 10,000 times 

T = 307,200 110,000 = 31 (pixels) and Pr (A subversion is detected) = 1- e-0.0016 * 31 = 0.048 
• If the witness file is reduced 1,000 times 

T = 307,200 1 1,000 = 308 (pixels) and Pr (A subversion is detected) = 1- e-0.0016 * 308 = 0.389 
• If the witness file is reduced 100 times 

T = 307,2001100 = 3072 (pixels) and Pr (A subversion is detected) = 1- e -0·0016*3072 = 0.993 
In Formula (l), we see the important relationship between r, T and Pr. We get: 

e-A.T=1-Pr or -A.T=ln(1-Pi') or A.T=-ln(1-Pr) (2) 
Thus, given a required probability of subversion detection, its witness file size depends on the error rate. If the error 
rate is small, the witness flle has to be large, if the error rate is large, then the witness file can be much smaller. ,The 
witness file size increase with the decrease of A with the speed of factor In(1-Pr). Pr is the required probability 
standard for subversion detection. For instance,..if we require the probability of subversion detection needs to be 
99.9 percent (acceptable in most cases), then A.T = -In( 1-0.999) = 6.908. If the error rate r is 0.001, then T = 6.908 
¡ 0.001 = 6908 (pixels). We conclude that the random generation of witness file is a reasonable and acceptable 
algorithm. Because of (2), we get a higher detection probability and at the sanie time keep the witness flle relatively 
small. 

Transmission Protocol 
A message authentication code (witness file) can be used in different ways to provide still image authentication. 
Suppose A is the sender, Bis the receiver. A transmits still image plus authentication code to B. We defme: 

M Original still image flle. M': Received image file. 
C: Message authentication algorithm (random pixel generator). C': Received witness file. 
C": Generated witness file. X: Seed for C. 
X': Received seed. E: Encryption algorithm. 
R: Received message. D: Decryption algorithm. 
K: SecretkeysharedbyAandB. KRA: A'ssecretkey. 
KUA: A'spublickey. KR,: B's secretkey. 
KU,: B 's public key. 11: Message concatenation 

a) A->B: M 11 E(K, X) 11 C(X, M) 
When B receives a message M' 11 R(K,X) 11 C'(X, M), he does the following: 

X'= D(K, R(K,X)); C" = C(X', M'); ü(C" = C') then "The=ived imageis correct" else "A subversion happened" 
In this transmission protocol, only the seed is encrypted using conventional encryption. It is kept secret, so it is 
computationally infeasible to get M' *M such that C(x, M')= C(X, M) (x is a random seed and x *X). This 
protocol only provides authentication; no signature is provided. Because K is shared by A and B, B can also "sign" 
theimage. 
b) A->B: M 11 E(KUs, X) 11 C(X, M) 

When B receives a message M' 11 R(KUa. X) 11 C'(X. M), he'does the following: 
X'= D(KR,, R(KU,, X)); C" = C(X', M'); if (C" = C') then "The received image is corree!" else "A subversion hapPened" 

In this protocol, only the (secret) seed is encrypted using public-key encryption. It is computationally mfeasible to 
fmd M'*M with C(x, M') = C(X, M) (x is a random seed and x # X). This protocol only provides authentication. 
Only B can decrypt the seed using his private key. No signature exists because everybody can "sign" a message 
using B 's public key. 
e) A->B: M 11 E(KUs, E(KR.., X)) 11 C(X, M) 

When B receives a message M' 11 R(KU,, E'(KRA• X)) 11 C'(X, M), he does the following: 
X' = D(KRA, D(KR,, R(KU,, E(KR,., X)))); C" = C(X', M'); 
if (C"==C') then "The received image is corree!" else "A subversion happened" 
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In this protocol, the seed is encrypted first using A's private key, then B 's public lee y to pro vide secrecy.This 
protocol provides authentication and signature. Only B can decrypt the seed and only A can "sign" the seed using 
his prívate key. 
d) A->B: M 11 E(K, X 11 C(X, M)) 

When B receives a message M' 11 R(K,X 11 C(X, M)), he does the following: 
X' 11 C'(X, M)= D(K, R(K,X 11 C(X, M))); get X' and C'(X, M); C" = C(X', M'); 
if (C" == C') then "The received image is correct" else "A subversion happened" 

The concatenation of seed and witness file is encrypted using conventional encryption. This transmission protocol 
only provides authentication, no signature is provided. Because K is shared by A and B, B can also "sign" the 
image. 
e) A->B: M 11 E(KU., X IIC(X, M)) 

When B receives !he message M' 11 R(KUB, X 11 C(X, M)), he does !he following: 
X'll C'(X, M) = D(KR,, R(KU,, X 11 C(X, M))); get X' and C'(X, M); C'' = C(X', M'); 
if (C" == C') then "The received image is corree!" else "A subversion happened" 

The concatenation of seed and witness file is encrypted using public-key encryption. This pro toco! only provides 
authentication. Only B can decrypt the seed and the witness file using his prívate key. No signature is provided 
because everybody can "sign" a message using B 's public-key. 
f) A->B: M 11 E(KU., E(KRM X 11 C(X, M))) 

When B receives a message M' 11 R(KUB , E(KRA, X 11 C(X,M))), he does the following: 
X' 11 C'(X, M)= D(KUA, D(KR,, R(KU,, E(KRA, X 11 C(X, M))))); get X' and C'(X, M); C" = C(X', M'); 
if (C" == C') then "The received image is correct'' else "A subversion happened" 

The concatenation of seed and witness file is encrypted frrst using A's prívate key, then B 's public-key to provide 
secrecy. The seed and witness file are kept secret. This transmission protocol pro vides authentication and signature. 
Only B can decrypt the seed and the witness file and only A can "sign" a message using his private key. 

When a subversion happens in a picture, the block (or blocks) in the subverted part have higher error rates than 
others, or higher values than the usual transmission error rate. We divide the whole image block by block, all the 
blocks have approximately the same size. Each block is looked upon as one single unit. We choose pixels randomly 
in a block. For the details, we refer to [eHEN95]. We have two standards to defme that a image was correct and no 
subversion happened: 
• The error rates for al! the blocks are close to a known usual transmission error. E. g., if a network's average 

transmission error rate is 0.01 %, we may defme as unacceptable error rates in excess of 0.01 %. 
• Error rates foral! blocks are distributed uniforrnly, which means that al! the error rates are almost the same, orina 

small, acceptable range. 
If an entire picture gets changed, the frrst standard can detect this subversion, but the second standard may not. In 
the following, we use the frrst standard. Define Pr(i) to be the probability that a subversion is detected in block i, B 
to be the predefined transmission error rate, and 1: to be a defmed acceptable small changing range. It follows that 
the more blocks an image is divided in, the more block detection probability terrns are added to the subversion 
detection probability for !he image. The more blocks in an image, the smaller the size of each block, so the witness 
file for each block gets smaller. 

Transmission Protocol 
Suppose A is the sender, Bis the receiver. A wants to transmit the still image plus the authentication code to B. We 
define: 
M Original still image file. M': Received image file. 
e: Authentication algorithm (random pixel generator). m: Numbers of blocks in the image 
C'i: Received witness for block i (ls i s m). C': Received witness file. 
e": Generated witness file. Xi: Seeds of e for each block. 
X'i: Received seeds of e for each block. E: Encryption algorithm. 
R: Received message. D. Decryption algorithm. 
K: Secret key shared by A and B. KRA: A's secret key. 
KUA: A's public key. KR,: B's secret key. 
KU,: B 's public key. 11: Message concatenation 
Mi: Block i in M. M 1 11 M2 11 ... 11M,= M X= Xl 11 X2 11 ... 11 Xm 
X' = X'l 11 X'2 11 ... 11 X'm C(X,M)=C(Xl,Ml)IIC(X2,M2)11 ... 11C(Xm,Mm) 
C'(X,M) = C'(Xl,Ml) 11 C'(X2, M2) 11 ... 11 C'(Xm, Mm) e"(X,M)=e"(Xl,Ml)ll ... lle"(Xm,Mm) 

P: Transmission error rate. 1: A predefmed small range value. 
Ri: error rate of block i = the number of different pixels between e"i and C'i 1 the number of pixels in C'i. 
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a) A->B: M 11 E(K, X) 11 C(X, M) 
When B receives M' 11 R(K,X) 11 C'(X, M), he does the following: 

X'= D(K, R(K,X)); C" = C(X', M'); 
for (i=l;i~; i++) 

{ Ri = the number of different pixels between C"i and C'i 1 the number of pixels in C'i; 
if (abs(Ri- Pl > 't) { printf("A subversion happened"); exit(l); } 

} 
prin tf("The recei ved image is correct"); 

b) A->B: M 11 E(KU., X) 11 C(X, M) 
When B receives M' 11 R(KUB, X) 11 C'(X, M), he does the following: 

X'= D(KR8 , R(KU8 , X)); C" = C(X', M'); 
for (i=l;i~; i++) 

{ Ri = the number of different pixels between C"i and C'i 1 the number of pixels in C'i; 
if (abs(Ri- ~) > 't) { printf("A subversion happened"); exit(l); } 

} 
printf("The recei ved image is correct''); 

;:) A"->B: M 11 E(IW., E(KRM X)) 11 C(X, M) 
When B receives M" 11 R(KU8 , E(KRA, X)) 11 C'(X, M), he does the following: 

X'= D(KUA, D(KR8 , R(KU8 , E(KRA, X)))); C" = C(X', M'); 
for (i= 1 ;i~; i++) 

{ Ri = the number of different pixels between C"i and C'i 1 the number of pixels in C'i; 
if (abs(Ri- Pl > 1:) { printf("A subversion happened"); exit(l); } 

} 
prinrf("The recei ved image is correct''); 

d) A->B: M 11 E(K, X 11 C(X, M)) 
When B receives M' 11 R(K,X 11 C(X, M)), he does the following: 

X' 11 C'(X, M)= D(IC, R(K,X 11 C(X, M))); get X' and C'(X, M); C" = C(X', M'); 
for (i=l;i~; i++) 

{ Ri = the number of different pixels between C"i and C'i 1 the number of pixels in C'i; 
if (abs(Ri- Pl > 1:) { printf("A subversion happened"); exit(l); } 

} 
printf("The received image is correct''); 

e) A->B: M 11 E(KU., X IIC(X, M)) 
When B receive the M' 11 R(KU8 , X 11 C(X, M)), he did the following: 

X'll C'(X, M)= D(KR8 , R(KU8 , X 11 C(X, M))); get X' and C'(X, M); C" = C(X', M'); 
for (i=l;i~; i++) 

{ Ri = the number of different pixels between C"i and C'i 1 the number of pixels in C'i; 
if (abs(Ri- ~) > 1:) { printf("A subversion happened"); exit(l); } 

} 
printf("The received image is correct''); 

f) A->B: M 11 E(KU., E(KR., X 11 C(X, M))) 
When B receives the M' 11 R(KU8 , E(KRA> X 11 C(X,M))), he does the following: 

X' 11 C'(X, M)= D(KUA, D(KR8 , R(KU8 , E(KRA, X 11 C(X, M))))); get X' and C'(X, M); C" = C(X', M'); 
for (i=l;i~; i++) 

{ Ri = the number of different pixels between C"i and C'i 1 the number of pixels in C'i; 
if (abs(Ri- ~) > t) { printf("A subversion happened"); exit(l); J 

} 
printf("The received image is correct''); 
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The strengths and weaknesses of these transmission protocols are the sarne as the corresponding ones for random 
generation method, discussed earlier. Protocols a, b, d, ande only provide authentication, Protocols e and f pro vide 
a signature as well as authentication. 

Video Authentication 
Video authentication methods are similar to still image authentication methods, except that the redundancy between 
successive frarnes should be considered. 

Random Access Frame by Frame 
The basic idea is to choose pixels randomly frarne by frarne. Each frarne is looked at as a single unit. Because in 
video, there is much redundant inforrnation between frarnes, we must not choose the sarne pixels in a frarne; the 
seeds of different frarnes need to be different. Suppose a video has S frarnes, each frarne has M''N pixels, and the 
witness file is T. Define 
C: Random number (index) generator. 
Ti: The i-th frarne (1 s; i:; S). 
Then we define 

Xi: Seed for frarne i (1 s; i s; S). 
T¡} The j-th pixel in i-th frarne (Js;is;S, Is;j:>M*N). 
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TiJ+l = C(Xi, Tij) mod (M* N) T¡ =Ti! JI Tu!! ... !! TJ !! T iJ+l !! ... T = T¡ !! Tz !! ... 1/ Ts 
where Xi * Xj and IXi - Xjl * the distance of two adjacent pixels chosen by the random generator e for al! 1:5i,j:5S 
and i*j. 

Probabilitv of Subversion Detection 
Assume the error distribution is uniform over the whole video. The error rate r is the average error per pixel, 

r = changed number of pixels 1 total number of pixels in the video. 
We saya subversion happened if at least one error is found by checking !he wilness flle. As before we get 

p . A.T) (?..TjXe-'AT 
(x, ' x! 

Pr (A subversion is detected) = Pr (At least one error is found) = P(x:?l; A,T) = 1 - P(O; .:t,T) = 1 - e-ílT 
Suppose a subversion happened in a video, a part of the video was changed. Assume l.hat lO pixels were changed 
per frame on average. The video lasts 2 hours, there are 30 frames per sec, each frame has 64D * 480 = 307,200 
pixels. Then, 

error rateA= 101640 * 480 = 3.26 * Jo-5 
• If the wilness flle is reduced 10,000 times 

T = 7200 * 30 * 307,200 /10,000 z 6.64 * lrl' (pixels) 
T; = 7200 * 30 * 640 * 4801 T z 10,000 (pixels) (1 :5í 5 S) 
Pr (A subversion is detected) = 1- e(-326 * 10**(-5) * 6.64 * 10**6) z 1 

• If the wimess file is reduced 100,000 times 
T = 7200 * 30 '' 307,20011,000 z6.64 *JOS (pixels) T; = 100000 (pixels) (1 :5í 5 S) 
Pr (A subversion is detected) = 1- e!-3.26 •w-5 • 6.64 * 1o6) = 0.999999999 

• If the wimess file is reduced 1,000,000 times 

T = 6.64 * 104 (pixels) Pr (A subversion is detected) = 1- e(-3.26 * J0-5 * 6.64 • Jo4) = 0.8855 
We conclude that the random generation of witness file is a reasonable and acceptable algorithm. We can get a 
higher detection probability and at !he same time keep the witness file relatively srnall. 

Tmnsmissjon Protocol 
The transrnission protocol for the video is the same as that for the still image. In the video, each frame has a 
different seed, in a video 2 hours long with 30 frames per second, there are 2 * 3600 * 30 = 216,000 frames, so we 
need 216,000 seeds. Transferring al! these seeds with encryption will take rnuch bandwidth. Instead, we may use 
only a single seed (the seed of the frrst frame); al! !he other seeds are generated by a mathematical algorithm or 
another random number generator. We ha ve 

X; = C'(X¡_J) mod (M*N) 
where Xi is the seed for frame i (l<i:5total frame number), C' is a mathematical algorithm or a random number 
generator, and M*N is the number of pixels in a frame. In this case, only the seed for the first frame is to be 
transferred; after the receiver gets the message, he generates other seeds using the same C'. 

Rand!om Access with Interframe Compression 
In the above random access process, random índices are chosen frame by frame; each frame is looked at as an 
independent single unit where the seeds foral! the frames are different. What happens if we use only a single seed 
for all frames? It is easy to determine that when one seed is used for all the frames, !he positions of selected pixels in 
a frame are the same as those in al! !he other frames. For example, if the algorithm is to select pixels with an interval 
of 100 pixels, the pixels in index positions 1, 101, 201, ...... ,are picked out in each frame. 

There is much redundant information between frames, especial! y for adjacent frames. Many pixels between adjacent 
frames are the same. Interframe cornpression technique always use this feature to eliminate the redundancy, using 
key frames to store an entire frame, while delta, or difference frames record only interframe changes [WUXY92]. 
We can deve!op a single seed random access algorithrn wil.h interframe compression to elirninate interframe 
redundancy: if a pixel selected by a random number (index) generator is the same as the one in the immediately 
preceding frame, it is ignored; otherwise, it is selected for the witness file. 

Suppose a video has S frames, each frame has M*N pixels, X is the seed, e is the random index generator, T·is the 
witness file, P(ij) is the pixel index position indicating the j-th pixel in the i-l.h frame. Here is !he pseudocode: · 

T =" "; for (i=l; i:<:;S; i++) 
( P(i,l) =X; 

} 

do if (i==lll TP(i,j) != T p(i-lj)) T = T + TP(i,j); P(i, j+ 1) = e(P(i,j)) mod (M*N); j++ 
until p(ij) = X 
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Another variant takes the first frame as key frame, al! other frames as delta or difference frames. In the random 
access process, for a key frame, we select pixels among the entire frame uniformly, but for a delta frame, we only 
consider the pixels that are different from the irnmediately preceding delta or key frame. For details, see [CHEN95]. 

[Iobabilitv of Subversion Detn:tion 
\Ve define the error rate A. as the average error per pixel; then A = changed number of pixels in the video ¡total 
number of pixels in the video; a subversion happened if at least one error is found by checking the witness file. 

Interframe motion is a determining factor for the witness file size. The wimess file size for a video with a high 
motion sequence is much larger than for a video with a lower motion sequence. For low motion sequences such as a 
"talking head" video, greater interframe compression is obtained and the witness file size gets much smaller; thus, 
for &. given witness file size, the generated witness file contains more information about the video than for a high 
motion sequence, and therefore, the probability of subversion detection gets higher . So, interframe motion is the 
enemy of interfrarne compression, it decreases not only the video quality and display rate, but also the probability of 
subversion detection given a required size of authentication code.-- The transmission protocol is the same as the one 
of randorn generation for still irnages. 

Detection of Uniform Distribu.tion 
Vihen a subversion happens in a video, sorne frames in a row or sorne part in a frame ha ve a higher error rate. The 
Ufliforrn distribution detection algorithm is based on this feature. Divide each considered frame (reference frame) in a 
video into sorne roughly equal size blocks. Considering each block as a single unit, we choose pixels at random 
block by block and store them into a witness file. Take the frrst reference frame as key frarne, al! the other reference 
frames as delta frames. Because of redundancy between frames, when we select blocks in these reference frames, 
we only need to consider the blocks that are different from the one of the imrnediate preceding reference frame in the 
same posiúon. 

Suppose a video has S frarnes, each frame has M * N pixels, each frarne is divided into m blocks, one of every s 
frames is selected as a reference frarne. Then, in total we ha ve S/s reference frarnes and each block has M*N/rn 
pixels. Define C to be the randorn nurnber (index) generator, X its seed, B(i,j) the jth block in the ith frame, T(i,j) 
the block in the wimess file generated by B(ij) (10::: i:::: S, 10::: j O:::rn), and T the witness file. Here is the witness file 
generation process in pseudo code: 

T =" "; for (i=l; i:O:S; i = i+s) 
(T = T + "i"; for (j=l; j:O:m; j++) if (i==l 11 B(i,j) != B(i-s,j)) T = T + "j" + C(X, B(i,j));} 
} 

The witness file size is determined by the interval s (among how rnay frames do we selecta reference frame?), the 
number of pixels in each block, the nurnber of blocks, and the randorn nurnber generator which decides how many 
pixels are chosen for the witness file. Again note that high interfrarne rnotion is the enemy of the authenticaúon 
algorithm. 

The original video and the seed plus authentication code T are transferred. When the receiver receives this, he 
generales his own wimess file T' with the sarne seed using the same rnethods described above. The generated 
witness file is cornpared to the received wimess file block by block and error rates are calculated for each block 
(here, we define error rate R¡ = different nurnber of pixels between T'i and Ti 1 number of pixels in Ti for block i, 
where Ti is a received block in the witness file, T'i is the corresponding generated corresponding block by receiver). 
T.he receiver can do this for all the blocks in al! reference frarnes, because al! the information randomly accessed is 
included in the witness file. If needed, the receiver can recover authentication information frorn a previous part in the 
wimess file. Again, there are two standards to defme that no subversion happened: 
' The error rates for all the blocks are equal to, or close to a usual transrnission error rate. 
• Error rates for all blocks are distributed uniformly. 

The Probability of Subversion Detection 
The probability of a subversion detection is the surn of subversion detection probabilities for all the blocks, which is 

. . m*S/s rn*S/s 
Pr(A subvers10n lS detected) = I:i=l Pr(Ti) = Ii=l Pr(IRi- ¡31 > -r) 

where ¡3 is the predefined usual transmission error rate and -r is an acceptable value. From this formula, we see that 
the more blocks are got from a video, the more block detection probabilities are added to the subversion detection 
probability, but this doesn't mean that the subversion detection probability gets larger. The more blocks in a witness 
file, the more reference frarnes must be considered or the more blocks must be used in a frame, which means a 
smaller size for each block. How many blocks and how rnany pixels in a block should be talcen, how rnany 
reference frames we need to consider, to get optirnized values depends on the real problerns. Interframe rnotion is 
the enemy for this algorithm; the higher the interframe rnotion in a video, the larger its witness file size becomes. 
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Transmissirm Protocol 
These are omitted here; they are analogues of those fommlated earlier; see [Chen, 1995]. 

Condusion 
We ha ve discussed security issues with ernphasis on multimedia authentication. Unlike irnage and video, text itself 
can be encrypted thereby providing authentication. Encryption using conventional (syrnmetric) rnethods such as the 
DES provides authentication, because only the sender and receiver share a secret key, and so no one else can 
decrypt and change the message meaningfully. Text encrypted with the public key rnethod can provide not only 
authentication but also a digital signature. 

Even though text itself together with encryption does provide authentication, there are applications in which 
encrypting the entire text is not appropriate. A text authentication code can be used instead for authentication.There 
are many algorithrns for generating a text authentication code. We reviewed two here: authentication code based on 
the DES and on a hash function. 

In contrast to text, authentication of still images and videos is rarely considered even though images and video are an 
important part in multimedia. We proposed authentication algorithrns for still images and videos. Still irnages and 
videos are different frorn text. They are much larger; usual! y lossy data compression techniques are applied to them 
so they can be stored on computer disk and played back effectively. Complete encryption is notan effective way to 
provide authentication since neither sender nor receiver can afford the time to encrypt and decrypt the whole irnage 
or video every time. Effective authentication codes were instead developed here to attach to irnage or video to 
provide authentication. 
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